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SYSTEM AND METHOD FOR VERIFYING THE TIME-RELATED CONNECTION 
DATA REGIST ERED BY A NETWORK NO DE 

The present invention relates to a system and a method for 
verifying the connection-related communications data 
registered by a network node, particularly by a switching 
network node of a telecommunications network, which are used 
5 for calculating charges. 

An essential performance characteristic of switching exchanges 
in a telecommunications network is the registration of charge 
data accumulated during a connection as well as in the use of 
a service. For this purpose, all communications data required 
10 for calculating the charges must be registered for every 
communications connection in the switching exchange. 
Appropriate test systems are needed to verify the accuracy of. , 
the communications data registration . 

Such a test system is known from DE 199 12 414 Al, for 
15 example. This test system, however, suffers from the fact that 
time-related events such as the start of a connection and the 
end of a connection can be registered only in an imprecise 
manner. Consequently, these methods are not suited to verify 
whether the narrow tolerance limits specified for the 
20 registration of charge data are maintained. 

The objective of the present invention now is to provide a 
system and a method with which it is possible to verify the 
correctness of the communications data records provided by a 
network node even when the registration precision of time- 
25 related events relative to a standard time must adhere to 
narrow tolerance limits. 
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The basic idea of the present invention is to be seen in the 
fact that it is possible to specify the time-related data for 
a conununications connection registered in the test system in a 
more precise manner. The measurement accuracy is improved, 
5 among other things, by the fact that the measuring points for 
registering events required for calculating charges are chosen 
in such a way that the systematic measuring error is minimized 
and that this measuring error is taken into account for 
correcting the time-related data ascertained in the test 
10 system. 

The present invention achieves the technical objective, on the 
one hand, by the method steps of Claim 1. 

To this end, a method is employed for verifying the 
communications data registered by a network node, which are 

15 used for calculating the charges. The network node may be a 
switching network node of a digital or analog fixed network, 
for example. According to the verification method, it is 
possible to establish and to clear again at least one 
predetermined test communications connection via at least this 

20 network node between a calling and at least one called 

subscriber. The available test communications connections may 
be, for example, a three-party conference connection or a 
relayed or rerouted connection. First, the time of an event 
required for calculating charges is registered at a 

25 predetermined measuring point and in the network node, at 

which the event may actually occur. Then the time of at least 
one additional event required for calculating charges is 
registered at the predetermined measuring point or at at least 
one additional predetermined measuring point and in the 

30 network note at which this event may actually occur. The 
location at which the respective event actually occurs is 
suitably that interface of the network node registering the 
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charge-related data at which this network node is first able 
to detect the respective event. 

The measuring points lie outside of the network node. Since 
the measuring points are located at a distance from the 
5 location, associated with the network node, of the occurrence 
of the actual event, the times of the occurrence of the actual 
event and of the event detected at the measuring points 
differ. This temporal difference is called a systematic 
measuring error between the location of the actual event and 

10 the respective measuring point. The systematic measuring error 
is a function of the chosen test procedure and must therefore 
be ascertained for every test scenario. To increase the 
measuring accuracy of the verification method, the systematic 
temporal measuring error between the location of the actual 

15 event and each predetermined measuring point is ascertained. 
Following the termination of the test communications 
connection, a reference data record is produced, which 
contains time-related data that are generated from the events 
registered at the measuring point or measuring points. 

20 Furthermore, at least one connection-related communications 
data record is produced in the network node, which contains 
time-related data that describe the events registered in the 
network node. An increased measuring accuracy is now achieved 
in that the time-related data of the reference data record are 

25 corrected by the ascertained systematic temporal measuring 

error. Subsequently, the reference data record generated with 
reference to the test communications connection is compared 
with the at least one communications data record. In addition, 
a determination is made as to whether the difference between 

30 the time-related data of the communications data record and of 
the reference data record lies within a predetermined range. 
In this manner, it is possible to verify the validity of the 
communications data record with respect to time-related data. 
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At this point, it should be noted that time-related data may 
be the time of the start of the connection and/or of the end 
of the connection, the duration of the connection or the 
duration of use, the start and/or the end of a service feature 
5 requested during an existing connection. 

Hence the events are suitably the start and/or the end of the 
test communications connection and/or the start and/or the end 
of at least one service feature requested during the existing 
telecommunications connection . 

10 In the case of an ISDN connection, for example, the start of 
the connection is indicated by a protocol message ^'connect'' 
produced by the called subscriber and the end of a connection 
is indicated by a protocol message ^Misconnect" which is 
produced by the subscriber who terminates the connection. 

15 In the case of an analog subscriber connection, the start of 
the connection is signaled by a loop closure and the end of 
the connection is signaled by a loop interruption. 

To register the time of the occurrence of an event at the 
measuring points, the latter are assigned at least one system 

20 clock. Alternatively, every measuring point may be assigned a 
system clock of its own. To be able to determine precisely the 
time of the occurrence of an event in a measuring point 
relative to a standard time, which is emitted for example by 
the standard time transmitter DCF77 in Mainflingen, the system 

25 clock or the system clocks are synchronized with the standard 
time. The frequency of the synchronization depends on the 
accuracy with which the respective system clocks run. Due to 
the transmission time of the standard time to the system 
clocks and their reaction time, the synchronization of the 

30 system clocks results in a time delay with respect to the 
standard time. This systematic error may be used for 
correcting the time-related data of the reference data record. 
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The measuring points are suitably chosen in such a way that 
the occurring systematic measuring error between the location 
of the actual event and the respective measuring point is as 
small as possible. This may be achieved in that the called 
5 subscriber of the test communications connection is chosen as 
the measuring point at which the start of the connection is to 
be registered and the subscriber who terminates the test 
communications connection is chosen as the measuring point at 
which the end of the connection is to be registered. In both 
10 cases, the measured time thus lies before the actual start of 
the connection and/or end of the connection. 

The initiating subscriber of the use of the service feature 
may be used as the measuring point at which the start of the 
use of a service feature requested during an existing test 
15 communications connection is to be registered and the 
subscriber who terminates the use may be chosen as the 
measuring point at which the end of the use of the service 
feature is to be registered. 

To determine the duration of a test communications connection, 
20 the temporal duration between the events ^^start of connection" 
and ''end of connection" must be ascertained in the measuring 
system. The duration may be calculated as the temporal 
difference between the two times at which the events occur. 
This has the disadvantage, however, that rounding-off errors 
25 add up in the representation of the start and end time. For 
this reason, the time-related data of the reference data 
record include the duration of the connection which is 
ascertained by a timer that is started by the start of the 
connection registered at the measuring point and that is 
30 stopped by the end of the connection registered at the or at 
another measuring point. This has the additional advantage 
that no measuring deviations arise by the synchronization of 
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5 



the system clock at the measuring point with the time 
standard. 

At this point it should be mentioned that in the Claims and 
throughout the Specification the term ^^communications data" 
5 includes communication elements as well as the start and end 
times and the duration of the associated test communications 
connection and of the requested service features. The term 
^^communications element" in turn covers parameters such as 
destination address and source address of the test unit, date 

10 of the communications connection, service type, service 

feature and the like. Services are, for example, telephony, 
ISDN or ANIS subscribers, data communications and the like. 
Service features include, for example, three-party conference, 
brokering and the like. The above-mentioned technical problem 

15 is likewise solved by a verification system, which contains at 
least one call simulator connectible to the network node. The 
call simulator has a system clock, a device for establishing 
and clearing at least one predetermined test communications 
connection, at least one device for generating predetermined 

20 events required for calculating charges, at least one device 
for registering the times of at least some of the events 
required for calculating charges and a device for generating a 
connection-related reference data record containing time- 
related data that describe the registered events. The network 

25 node has a device for registering the times of at least some 

of the events required for calculating charges, a system clock 
and a device for generating at least one connection-related 
communications data record containing time-related data that 
describe the events registered in the network node. Further, a 

30 correction device assigned to the call simulator is provided, 
in which a correction value is stored, which corresponds to 
the systematic temporal measuring error between the occurrence 
of an actual event and the registering of this event at the 
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registration device of the call simulator, the time-related 
data of the reference data record being corrected by the 
stored systematic temporal measuring error in the correction 
device. A comparator unit is used to compare the reference 
5 data record with the at least one communications data record. 
A determination is made in a determination device as to 
whether the difference between the time-related data of the 
communications data record and of the reference data record 
lies within a predetermined range. 

10 Advantageous further developments constitute the subject 
matter of the dependent claims . 

Since the call simulator and the network node usually employ 
different data record formats, a first device for converting 
the format of the reference data record and a second device 
15 for converting the format of each communications data record 
into a uniform format are additionally provided. This measure 
avoids the limitation that only call simulators that work with 
the format of the digital switching exchange can be used in 
the verification system. 

20 In a generally known manner, a communications data record and 
a reference data record include a plurality of predetermined 
data fields. Communications data are stored in each data field 
of a communications data record and reference data record. 
Moreover, each data field may be assigned a range of values, 

25 within which communications data contained in the data field 
must lie. Thus, for example, the range of values for the data 
field ""date of the communications connection" is defined by 
the Gregorian calendar, while the range of values of the data 
field ''start time of the connection" is defined by the time 

30 range from 0 to 24 hours. The range of values for the '"service 
type" data field is defined by a predetermined set of 
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services, while the range of values of the ^^service feature" 
data field is defined by all authorized service features. 

The verification system is able to detect the conununications 
data records assigned to a test communications connection, 
5 particularly when, for reasons of security, new communications 
data records are ascertained at regular time intervals for an 
existing communications connection. A plurality of 
communications data records is recognized as belonging 
together in one connection by the fact that the same 

10 connection-identifying data content (for example the 

destination and/or source address) is contained in each 
communications data record. For this case, the comparator unit 
is designed so as to compare the connection-related reference 
data record to each of the merged, connection-related 

15 communications data records. The verification system further 
detects that an individual communications data record of the 
merged communications data records belongs to the 
corresponding reference data record if the start and end time 
stamps of the individual communications data record lie within 

20 the time interval defined by the start and end time stamps of 
the reference data record. The start time stamps of the merged 
communications data records define a time sequence in the 
communications data records. The verification system 
recognizes the sequence of related communications data records 

25 to be correct if in the immediately subsequent communications 
data record the start time stamp corresponds to the end time 
stamp of the immediately preceding communications data record, 
and if the time span defined by the start time stamp of the 
first communications data record and the end time stamp of the 

30 last communications data record corresponds to the total 

duration of the test communications connection defined by the 
start time stamp and the end time stamp of the reference data 
record. 
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The present invention is explained in more detail in the 
following on the basis of an exemplary embodiment in 
conjunction with the enclosed drawings. The figures show: 

Fig. 1 the schematic structure of the verification system 
5 according to the present invention and 

Fig. 2 an exemplary format of a communications data record 
and reference data record. 

Figure 1 shows the schematic structure of an exemplary 
verification system 10, which is connected to at least one 

10 telecommunications network node to be verified, which in the 
example provided is a digital switching exchange 20. 
Verification system 10 contains a call simulator 60, which has 
for example a device 30 for simulating a calling subscriber 
and a device 40 for simulating a called subscriber. Devices 30 

15 and 40 are respectively assigned a system clock 35 and 45, 
which are synchronized with the standard time of a standard 
time clock, for example the DCF77 transmitter. Alternatively, 
a shared system clock may be assigned to both devices 30 and 
40. Call simulator 60 and switching exchange 20 are connected 

20 to an evaluation device 50. Devices 30 and 40 of call 

simulator 60 are each connected for example via a subscriber- 
side telecommunications line to associated digital switching 
exchange 20. In accordance with the ISO 964 6 standard, call 
simulator 60 and evaluation device 50 are able to communicate 

25 in each case via a so-called point of control and observation 
(PCO) with an implementation under test (lUT) , which is 
embedded in digital switching exchange 20 to be verified. In 
addition, call simulator 60 is designed such that, as a 
function of a selected test case, it is able to transmit the 

30 associated communications elements - also referred to as 

abstract service primitives (ASP) - via the first point of 
control and observation and the respective subscriber-side 
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telecommunications line to digital switching exchange 20. The 
communications elements, which had been previously stored in 
the call simulator as a function of the test case selected, 
are, for example, the destination address, the source address, 
5 the date of the test communications connection, service types 
and service features. Via a standardized hardware interface 27 
of digital switching exchange 20 to be verified, the 
communications data records generated by digital switching 
exchange 20 may then be transferred via the second point of 
10 control and observation to evaluation device 50. 

In the following, the functioning and operation of 
verification system 10 is explained in more detail using a 
scenario . 

Generally speaking, the purpose of verification system 10 is 
15 to validate communications data records generated in digital 

switching exchange 20, which are used to calculate the charges 
for a fee-based communications connection. In particular, the 
purpose of verification system 10 is to validate the 
registration of time-related data, for example of the start 
20 and end times as well as the duration of a communications 
connection, in a switching network node. Only when the 
communications data records are correctly generated can an 
error-free calculation of charges be made. 

To be able to verify the communications data records, the 
25 connection data used within switching exchange 20 for 

generating the communications data records must be available 
as reference data records in the call simulator. Connection 
data are items of information that are required by call 
simulator 60 for establishing and clearing a connection and 
30 that are transmitted to switching exchange 20. In this 

context, call simulator 60 generates a connection-related 
reference data record from the connection data that are 
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transmitted to switching exchange 20 and from the time-related 
data registered during the test sequence. An exemplary 
structure of a communications or reference data record is 
shown in Figure 2. The communications or reference data record 
5 is composed of, for example, the data fields ""start time", 
""destination address", ""source address", ""service type", 
""service feature", ""date", ""end time" and ""test case number". 
At this point, it should be noted that, instead of a start 
time or end time, the reference data record may contain the 
10 duration of the connection. 

In validating communications data records, it is necessary to 
be able to establish that the time-related data stored therein 
- such as, for example, the start, end and duration of the 
connection - lie within a specified tolerance range of 500 ms 

15 for example. Accordingly, high demands must be placed on the 
verification system regarding the registration of the times 
for the start, the end and the duration of a connection since 
these time-related data in a reference data record represent 
the actual time of an event and the actual duration of the 

20 connection. 

The measuring accuracy of verification system 10 depends 
essentially on the deviation of utilized system clocks 35 and 
45 from a time standard, which may be distributed via the 
standard time transmitter DCF77, as well as on systematic and 

25 random measuring errors. The random measuring errors result 
for example from rounding-off errors and fluctuating 
processing times of call simulator 60. They form the range, 
within which no statement is possible as to whether the time- 
related data stored in the communications data records lie 

30 within the predetermined tolerance range. 

Systematic measuring errors arise from the fact that the 
events ""start of connection" and ""end of connection" occur and 
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are registered at different locations. That is to say, on the 
one hand, they occur at a predetermined interface 28 or 29 of 
switching exchange 20 and are registered, on the other hand, 
at a predetermined interface or a predetermined measuring 
5 point of call simulator 60. The measuring point lies outside 
of switching exchange 20 so as to prevent switching exchange 
20 from being influenced by switching on call simulator 60. 
This has the consequence that it is not the actual event 
^'start of connection'' or ^'end of connection" that is detected, 
10 but only events that precede or follow the actual events. The 
systematic measuring error is a function of the chosen test 
procedure and is ascertained in advance. 

The criteria for the selection of suitable measuring points 
occurs using an exemplary test case, which may be composed of 

15 a single test step or of several parallel or sequential test 
steps. ^ For the present test case, let it be assumed that an 
ordinary telephone connection is to be established between two 
ISDN terminals, that is, between devices 30 and 40. Therefore, 
the service ''telephone connection between ISDN units'' is used 

20 as a service type. Let it be assumed that device 30 simulates 
the calling subscriber and device 40 simulates the called 
subscriber. The test case selected also determines the 
destination and source address of the two subscribers as well 
as the systematic measuring error. The date and start time 

25 result from the time at which the test communications 

connection is established. All these communications elements 
associated with the selected test case are stored in a memory 
of call simulator 60. The systematic measuring error may also 
be stored in evaluation device 50. 

30 The location of the measuring points is preferably chosen in 
such a way that the associated systematic measuring error 

^ [Translator's note: The sentence is garbled in the German original.] 
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becomes as small as possible. Thus, for the above-mentioned 
example, the measuring point, in which the event ""'start of 
connection" is registered, is located at called subscriber 40. 
The registered event ^'start of connection" corresponds to the 
5 protocol message that is generated by called subscriber 40 for 
initiating a connection. The measuring point, in which the 
event '^end of connection" is registered, is located at the 
subscriber who terminates the connection. For the end of a 
connection is signaled to the switching exchange in that the 

10 respective subscriber generates the protocol message 

^Misconnect" . In the present example, it shall be assumed that 
subscriber 40 initiates the connection. The systematic errors 
to be taken into account for this test case are known and are 
stored for example in evaluation device 50- The systematic 

15 measuring errors correspond approximately to the propagation 
time which the protocol message ^^connect" requires from 
subscriber 40 to switching exchange 20 or which the protocol 
message ^Misconnect" requires from subscriber 40 to the 
switching exchange . 

20 Prior to the start of the test, provisions must be made to 

ensure that all terminals of digital switching exchange 20 not 
belonging to the test configuration are inactive, and that 
they cannot be activated during the test sequence. This is a 
precondition for being able to verify whether the 

25 communications data records generated during the course of the 
test can be assigned to a specific reference data record. 

At the start of the test procedure, the communications 
elements associated with the test are transmitted from device 
30 of call simulator 60 to digital switching exchange 20. 
30 Depending on the communications elements received, digital 
switching exchange 20 establishes the selected test 
communications connection to subscriber 40 having the 
appropriate destination address. 
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With the help of system clock 45, the time of the occurrence 

of the event ^^start of connection", which coincides with the 
•i * 

generation of the protocol message ^'connect", is registered in 
device 40 and is written into the reference data record 
5 associated with this test connection. At the same time, a 
timer (not shown) is started by the event ^^start of 
connection" so as to be able to measure the duration of the 
test connection. In a similar manner, with the help of system 
clock 25, switching exchange 20 registers the time at which 
10 the protocol message ^^connect" arrives at interface 29. This 

time is written into the communications data record associated 
with the test connection. 

To trigger the test communications connection, subscriber 40 
generates the protocol message ^Misconnect" and transmits it 

15 to switching exchange 20. With the help of system clock 45, 
the time of the occurrence of the event ^^end of connection", 
which coincides with the generation of the protocol message 
''disconnect", is registered in device 40 and is written into 
the reference data record associated with this test 

20 connection. At the same time, the timer is stopped by the 

event "end of connection" so as to end the measurement of the 
duration of the connection. Following the termination of the 
test communications connection, call simulator 60 generates a 
reference data record from the communications elements 

25 associated with the chosen test as well as from the start and 
end times of the test communications connection, an exemplary 
format of the reference data record being shown in Figure 2. 
Instead of the end time, it is also possible to write the 
duration of the connection into the reference data record. At 

30 this point, it should be mentioned that the start and end time 
or the duration of the connection are corrected by the 
systematic measuring error prior to entry into the reference 
data record or only in evaluation device 50. This reference 
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data record is then transmitted to evaluation device 50. In a 
similar manner, with the help of a system clock 25, switching 
exchange 20 registers the time at which the protocol message 
^Misconnect" arrives at interface 29, Digital switching 
5 exchange 20 also forms a corresponding connection-related 
communications data record from the received communications 
elements and the start and end time of the test communications 
connection. The generated communications data record is 
likewise transmitted to evaluation device 50. 

10 If this has not happened yet, the time-related data stored in 
the reference data record such as, for example, start, end and 
or duration of the connection may be corrected by the 
systematic measuring error in evaluation device 50. If instead 
of the end of the connection only the duration of the 

15 connection is transmitted in the reference data record, then 
the end of the connection may first be calculated from the 
start of the connection stored in the reference data record 
and the duration of the connection. Subsequently, the 
corresponding time data of the reference data record and of 

20 the communications data record are subtracted from each other 
in order to determine whether the respective differential 
value lies within the specified tolerance range. 

It should be pointed out that, with the aid of call simulator 
60, it is possible to establish a plurality of test 

25 communications connections simultaneously via digital 

switching exchange 20. It is also conceivable to establish a 
plurality of test communications connections between various 
call simulators via digital switching exchange 20. For this 
purpose, the evaluation device is designed in such a way that 

30 the reference and communications data records of various test 
communications connections may be analyzed in parallel and 
verified for accuracy. 
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